10 Z10.

10ZiG Manager V6 User Guide

Version Created by Date Authorised & Checked

1.0 Zachary Flanagan 6/18/26 Chris Hayes




12Z2iG.

Table of Contents

1. ADOUL thiS dOCUMENT ..o e e e e 5
2. Definition Of TEIMIS .....ee ettt e st e et e e et e e st e e emte e e emeeeeneee e neeeanneeeanneeans 5
3. What is the 10ZiG Manager Web Console and what can it do for your 10ZiG Linux Clients?......... 6
4. Which Linux endpoint devices can the 10ZiG Manager Web Console control?............ccccococerrnnee. 7
074 [ I g 0 O 1 =T o | U 7
N[O SR =Y (o T O 1[= o) RS 7
PeaKOS Thin ClENTS ...coieiii ettt et e e e et e e e e e e e e e enneeeeeeneneens 7
T o104 oL@ S T I o 11 [ @4 1Y o £ RO 7
5. Signing in to the 10ZiG Manager Web Console for the first time.............ocooiii 7
6. Welcome to the 10ZiG Manager Web CONSOIE...........oiiiiiiiiieiiie et 9
Navigating the Web ConS0le MENUS...........cccuiiiiiiiiie et e e e e e e srae e e s e e e ennraeee s 9
7. Connecting your 10ZiG Linux Clients to the 10ZiG Manager Server..........ccccoccvcveeecieeeeescieeeeennns 11
Connecting Directly to the 10ZiG Manager SEIVEN ... 11
Connecting to 10ZiG Manager via the 10ZiG Manager Secure ConNnector .........c..ccccceveevcveeeeennee. 12
Secure Agent Authorization and OrganizationS............covcuieeeicciiie e 13
Registering a client to a specific Organization...............ccciiiii e 14
8. Creating 10ZiG Manager DEVICE GIrOUPS .......cuuereeiiuireeeiiiieeeesatieeeesstaeeasssssaeeesasseeessnsseeessssseeessnes 14
8.1 Creating a New Device Group with Filters for Platform and Model...........cccccceeviieiiiciiene e, 15
8.2 Additional Examples of Group FIlters ...........ooo i 17
8.3 Set your Group to Auto Configure your 10ZiG Linux Clients with Templates...............cc.......... 17
8.3.1 Resetting your device to Factory Defaults using the 10ZiG Manager Web Console.......... 18
8.3.2 Building your first 10ZiG Linux Client Template...........oooiiiiii e 19
8.3.3 Adding Template(s) to the Group to Auto-Configure your 10ZiG Linux Clients ................. 20
8.3.4 Editing an existing template that is assigned to an Auto-Config Group ..........ccccceeeeveeeene 21
8.3.5 Copying an existing template, modifying it, and assigning it to an Auto-Config Group......22
8.3.6 Removing Configuration items from your templates to prevent propagation to your 10ZiG
L0 ) Q11T o | SRS 26
8.3.7 Best Practices for your TEMPIAteS ..........ueeeiiuiiiie et e e 27
8.4 Adding Client Configuration Auto Naming to the Group...........cccciiiiiiii i 28
9. How to Retrieve, Edit, and Send your remote 10ZiG Linux Client Configs.........ccccoeioeiriiiiinnenne. 30
9.1 Retrieving your 10ZiG Linux Client CoNfig.........ccueuiiiiiiiieiiiiiie e cee e 30

2 10ZiG Technology | US P: (866) 865-5250 E: info@10ZiG.com | EMEA P: +44 (0) 116 214 8650 E: info@10ZiG.eu



12104

9.2 Editing the Retrieved Config Settings of your 10ZiG Linux Client.............cccocoiiiiiiiiiiin e 31
9.3 Sending the Config Settings back to your 10ZiG Linux Client...........cccccvevicieeeecciee e 32
9.4 Which configuration settings require reboots or soft resets/desktop restarts? ..........ccccee.....e. 32
L P2 10 1T = RS 32
DT 1S o] F= YA~ 1 ] o TSR 32
Changing the Display Resolution and sending the config to the 10ZiG Linux Client.................. 33
Y51 (=T o PSSRSO 33
Changing the Desktop Colour and sending the config back to the 10ZiG Linux Client .............. 33
10. Applying Firmware and Addon Upgrades to your 10ZiG Linux Clients and Client Groups .......... 34
10.1 Applying Firmware and Addon Updates to individual 10ZiG Linux Clients.............ccccceennn. 34
Importing and Installing your Firmware Updates ..o 34
Importing and Installing your Addon Updates.............oceiriiiiiiiciiiiiiiee e 35
10.2 Setting your Group’s Client Configuration to Automatically apply Firmware and Addon
L0 T0 F=1 =SSR 36
11. The 10ZiG Manager Task SChedUler ......... .o e 37
11.1 Adding a scheduled task to your 10ZiG Linux Clients and groups.........cccccccveevevriiereesccieenennns 37
(I = 1 =T 4T RSP 38
11.3 Scheduled Task ACHONS ..o e 38
POWET-0N CHENT.....coeee e e e e s e e e e e 38
=T oo Lo 0 11T o | SRS 38
ShULAOWN CHIENT ...ttt et e e e s et e e e e e nbe e e e e aneeeeeanneeaeanns 38
Update device firmware/addOon ..............oooouiiiiiiii e 38
Apply template CONfIQUIAtIoN .........cc.uiiiiiiiiie e e e e e e nnraeee s 38
Reset to factory default ....... ... 38
1T o] = )= T 4 Lo TT- T [ S 38
11.4 Scheduled Task — Start Date and TimMe.........cooi i 39
IS =L O I - (SRR 39
R e o S I T TSP 39
11.5 Scheduled Task — FrEQUENCY .......coii ittt e e e s ennae e e e snraeee s 39
L@ 3 o7 PSSRSO 39
L@ T 101 (= 7= | PR SUUSRORRRR 39
D=1 SO ETE 39
LT == SRR 39

10ZiG Technology | US P: (866) 865-5250 E: info@10ZiG.com | EMEA P: +44 (0) 116 214 8650 E: info@10ZiG.eu



12104

11.6 Scheduled Task EXAMPIES ...t e e e e e eeneeeee s 40
Update device firmware/addOon ..............oooouiiieiiii e 40
DT o] = V= Y =T T3 T [ R 41
11.7 Scheduled Task Results for Execution of “Display a Message” TasK.........cccccvviieiiiniiennnes 41
11.8 Editing or Deleting YOUr tasks ........ooo e 41
12. Remote Controlling your CHENts - VINC .......ccoiuiiiii et s et e e e e e e e snnnaee e 42
12.1 Connecting to the client via VINC ... ... 42
12.2 Disconnecting from the client via VINC ...... ..o 42
RS TR =T oo 1Y S 43
13.1 General Recovery WOrKFIOW .........coo e 43
(UL Y T aF= Lo =T g T o | SRR 44
14.1 Root-Level and Organization-SCOPed ACCESS.......c.ciiuieieiiiiiieeerieee e sseee e sstee e e siee e e e ennnee e 44
14.2 Creating and Managing USEIS ......cccoiuiiiiiiiiieie e cieee sttt e sttt e e s steae e e s sntae e e s snaee e e s snnaeeessnreneeas 44
14.3 Directory and Identity Provider Integration ..............ooo e 45
14.3.1 Microsoft Entra ID INtegration ..........ocoocuiiie i tee e enee e 46
14.3.2 Active Directory INtegration ............ueeiiiiiii e 46
14.4 Authentication and Access Best PractiCes ..........uoiiiiiiiiiiiiiie e 47
15. Organizations and MUIti=TENANCY ........ccoiiuiiieiiiiie e ree e sr e e e e e e e e s snre e e e enneeees 47
15.1 Creating an Organization ...........c.uoeiiiiiiiii i e e e e e e e e e e e e snnreeee s 47
15.2 Organization Authorization COAES .........ooi i 48
15.3 Organization Best PracCliCes. .........oui it 48
20 I T = g - T S 48
16.1 General Licensing WOTKFIOW .........coo e 49
17. Supporting Complimentary VIO .......cooo i 49
STU] o] o o] F RSP PR 49
(L0 74 €T Ir=Tel o] o] (oo Y/ [ o o R 49

10ZiG Technology LIMItEd ... et e e e e et e e e s enee e e e eenneeeeas 49

10ZiG Technology | US P: (866) 865-5250 E: info@10ZiG.com | EMEA P: +44 (0) 116 214 8650 E: info@10ZiG.eu



5

1. About this document

This document introduces the 10ZiG Manager Web Console.

It explains key features of the Web Console and covers the main areas of device and operating
system management. This guide focuses on managing 10ZiG Linux-based Thin Clients and Zero
Clients.

In this guide, client devices may also be called Platforms. Different Platforms may have different
management options. Where this applies, the guide notes the difference and provides examples.
Some options apply to all Platforms, and those are also identified to avoid confusion.

This guide references several hardware types and 10ZiG Manager Web Console
features. Some terms have changed between releases. The definitions below explain
how these terms are used in this guide.

10ZiG Linux Clients — Refers to 10ZiG NOS, PeakOS, and RepurpOS Linux-based
clients.

Secure Connector — Refers to the Secure Connector in 10ZiG Manager version 6
and later. In versions earlier than 6, this feature was called Cloud Connector.

Secure Agent — Refers to the Secure Agent included with 10ZiG NOS, PeakOS, and
RepurpOS firmware version 16.5.37 and later. In firmware versions earlier than 16.5.37,
this feature was called Cloud Agent.

Organization — A logical tenant or administrative boundary in 10ZiG Manager.
Organizations can be used to separate devices, groups, users, roles, and access
permissions by customer, department, region, or business unit.

Root user — The top-level administrator account for the 10ZiG Manager environment.
The root user can manage global settings and create or administer Organizations.

Organization user — A user account created within, or assigned to, a specific
Organization. Organization users can only access the resources and actions allowed by
their assigned role.
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Entra ID — Microsoft Entra ID, previously Azure Active Directory. Entra ID can be
configured through User Management as an external identity provider for Web Console
authentication.

Active Directory — A directory service that is planned for support in a future 10ZiG
Manager release. When available, its integration settings will be documented under
User Management.

Licensing — Refers to the 10ZiG Manager license information and license status shown
in the Web Console Licensing tab.

The 10ZiG Manager Web Console is an enterprise device management tool for 10ZiG
Linux Clients. It allows administrators to manage devices, configurations, firmware,
templates, tasks, and remote access from a single web-based interface.

The Web Console can be used to perform the following actions:

e Create device groups and subgroups to organize devices by operating system,
device type, business area, region, test group, or other criteria.

e Use auto-naming to automatically rename devices when they register with 10ZiG
Manager. Device names can follow your organization’s naming standards.

e Connect 10ZiG Linux Clients directly to the 10ZiG Manager Server or through the
10ZiG Manager Secure Connector.

e Remotely power devices on, power them off, or reboot them.

e Retrieve, edit, and send client-specific hardware and software configuration
settings.

e Create, manage, and apply templates to individual Linux clients or groups of
Linux clients.

e Import, export, and deploy Linux firmware or addon releases. For example, newly
registered devices can automatically receive a firmware update, so they meet
your organization’s required firmware level.

e Use the built-in Task Scheduler to create scheduled actions for individual devices
or groups. These tasks can include actions such as rebooting devices, powering
them off, or applying Linux firmware updates.

e Use Organizations to support multi-tenant management. Organizations can
separate devices, groups, users, and permissions for different customers,
departments, regions, or business units.

e Assign users and roles through User Management so administrators only have
access to the features and Organizations required for their responsibilities.

6 10ZiG Technology | US P: (866) 865-5250 E: info@10ZiG.com | EMEA P: +44 (0) 116 214 8650 E: info@10ZiG.eu



12Z2iG.

e Use supported directory and identity provider integrations under User
Management, including Entra ID, to centralize sign-in and user access control.

e Use the Recovery, User Management, and Licensing tabs to access additional
V6 management functions from the same Web Console.

e Remotely control and administer 10ZiG Linux Clients through VNC.

4. Which Linux endpoint devices can the 10ZiG Manager Web
Console control?

The 10ZiG Manager Web Console can manage 10ZiG Linux-based hardware and
software platforms, including the following device types.

10ZiG Linux Clients

NOS Zero Clients

All 10ZiG NOS operating systems running on 10ZiG hardware are supported. This
includes:

e NOS-M for Microsoft environments.
e NOS-O for Omnissa environments, previously VMware.
e NOS-C for Citrix environments.

PeakOS Thin Clients

PeakOS is the 10ZiG Linux-based thin client operating system that runs on 10ZiG
hardware.

RepurpOS Thin Clients

RepurpOS is based on the same operating system as PeakOS. It is designed for
customers who run the OS on reused or repurposed non-10ZiG hardware.

NOTE: Screenshots and references to PeakOS, RepurpOS, and NOS devices in this
guide are based on the latest OS releases available when this guide was published.
5. Signing in to the 10ZiG Manager Web Console for the first
time

The 10ZiG Manager Web Console runs in a supported web browser. Microsoft Edge
and Google Chrome are the preferred browsers.

To sign in for the first time:

7 10ZiG Technology | US P: (866) 865-5250 E: info@10ZiG.com | EMEA P: +44 (0) 116 214 8650 E: info@10ZiG.eu



12Z2iG.

1. Ask your 10ZiG Manager Administrator for the Web Console server address or IP
address.

2. Enter the address in your browser’s address bar.
3. When the login screen appears, enter your domain, username, and password.

- 2Z1G. - 21G.

Username* Password*

4. Click Login.
5. The window you see once logged in is the 10ZiG Manager Web Console

RECOVERY USER MANAGEMENT

Groups Clients Search all clients. current page

Q search Name IP Address MAC Platform  Model Version Template Template Applied System Drive RAM Last Responded
v A Clients (19)

Q Syed-7000-2 172161069  O0OEOCS5003.. PKOS 70729 165394 728GB 345GB  4/29/2026 83805 PM
& Test(7) Q 107iG-00d602 172161065  O000CS00..  NOS 79480 165396 728GB T52GB  5/15/2026 320:51 PM
0] & 107G0a988 172161058  OOEOCSOA..  NOS 7048qm 1661 NOS-M 10ZiG W11 Prod  5/15/2026 1:08:58 PM 728GB 738GB  5/15/2026 320:54 PM
Q 107iG-0aatbe 172161063  O0EOCSOA..  NOS 704800 1661 147568 738GB  5/14/2026 95908 PM
0] & 10ziG0adbda 172161044  OOEOCSOA..  NOS 7048qm 166118 728GB 738GB  5/15/2026 320:58 PM
Q 107iG-0b0fad 172161020 OOEOCSOBO..  PKOS 60729 1653973 728G8 352GB  5/15/2026 320:58 PM
o Syed 172161066 00EOC50B..  PKOS 6072q 16539 728GB 745GB  5/15/2026 320:58 PM
Q 10ZiG-Obffc2 172161019 OOEOCSOBF. NOS 7048qm 16539 728GB 738GB  5/15/2006 320:58 PM
o 102iG-0ce780 172161015 OOEOCSOCE. NOS 6048qc 166.1.4c9 2982GB 745GB  5/15/2026 320:58 PM
Q Syed-RPOS-V.. 172161075  08002754E.. PKOS RPOS-02 165396 2000GB  Jy 381GB  5/15/2026 32058 PM
Q 102iG-83d849 172161073 S8CEACF.  PKOS RPOS-02  166.1.1rcTa GEs 412972026 8:38:08 PM
(n:] 10ZIG-0BFFC1  Unknown 00EO.CSOBF..  Windows ~ 7011Q 3000 1192468 1600GB  5/8/2026 64437 PM
W[ ] page 112 of1 [ |[n 100 ¥ items per page, 19 items

Job Log

[N >

Time Name. 3 Job Status. Details

5/15/2026 3:21:14 PM 10ZiG-0b9b32 172.16.10.36 Update firmware Succeeded Successfully upgraded firmware on "10ZiG-0b9b32" to 'Addon_ssh_16.5.39.6'.
5/15/2026 3:01:38 PM 10ZiG-0b9b32 172161036 Update firmware Succeeded Successfully upgraded firmware on "10ZiG-069b32" to "Addon_GoogleChrome-145.0.7632.116-1.16.5.39.4
5/14/2026 5:59:38 PM 10ZiG-01241c 172.16.10.70 Send client configuration FAILED Failed to send configuration to "10ZiG-01241c.
5/14/2026 5:59:19 PM 10ZiG-01241c 172.16.10.70 Retrieve dlient configuration FAILED Failed to retrieve configuration from 10ZiG-01241c’
5/1/2026 7:33:14 PM 107iG-0e95¢1 172161081 Update firmware Succeeded Successfully upgraded firmware on '10ZiG-0e95c1" to "Addon_ssh_16.5.39.6'.
< | < | paget o1 > 15 v |items per page, 1-5 of 5 items
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6. Welcome to the 10ZiG Manager Web Console

The 10ZiG Manager Web Console provides access to 10ZiG Manager features from
one browser window.

The console is divided into several panes. These panes show thin clients, device
properties, device groups, group properties, and Job Log information. The Job Log pane
displays updates for actions performed throughout the console.

Different device Platforms may have different management options. Where platform-
specific options apply, this guide identifies them and provides examples. Options that
apply to all Platforms are also noted.

Navigating the Web Console Menus

The main menu tabs appear near the top-left side of the Web Console. These tabs
group related management tasks together.

The main tabs are:

¢ Management
e Recovery
e User

RECOVERY USER MANAGEMENT LICENSING

Management
e Licensing

When you select a tab, the available options below it change.
The main tabs are used as follows:

Management — Used for day-to-day client management, including groups, templates,
firmware, configuration, tasks, and VNC access.

Recovery — Used for recovery-related tools and workflows for supported 10ZiG clients.
User Management — Used to manage local users, roles, Organizations, and
authentication-related access. This is also where administrators manage access
boundaries for multi-tenant environments.

Licensing — Used to view and manage 10ZiG Manager license information and license
status.

If a tab or option is not visible, confirm that the signed-in user has the required role and
Organization access.
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The Management tab opens by default when the Web Console launches. It displays
registered clients in the Clients window.

E Z | G RECOVERY USER MANAGEMENT LICENSING

Q ¢ ~ B0 B ¢ QO

Discover Refresh Reregister Templates Tasks Logs

Groups Clients
Q Search Name IP Address MAC Platform Model Version
A Clients (19) [ &  10ZiG-0a9b88 172.16.10.58 00:E0:C5:0A.... NOS 7048qm 16.6.1

In the Clients window, devices are listed by platform. For example, a device may
appear as NOS or PKOS.

When you right-click on a device, additional management options become available. For
example, selecting a NOS device gives access to options for power control,
configuration management, and VNC remote control.

Power >

Scheduled Tasks >

Image Management »

Configuration >
Groups

Q Search

X Clients (19)

¢ Automatic Naming...

Firmware Upgrade...
% Download logs.

VNC

#  Group Managment >

Delete

" Rename...

Refresh

Reregister

{ ©® Information
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7. Connecting your 10ZiG Linux Clients to the 10ZiG Manager
Server

There are several ways to discover thin clients or point them directly to the 10ZiG
Manager Server. This section explains how to manually configure 10ZiG Linux Clients
to connect to the server.

This process uses the local 10ZiG Linux Client application called Secure Agent on OS
version 16.5.37 and later. On earlier OS versions, this application is called Cloud
Agent.

1. On the local 10ZiG Linux Client, open Control Panel by selecting the gears icon.

€ B &E

2. Select Cloud Agent or Secure Agg
3. When the applet opens, choose one of the following registration options:

o Leave Enable Server Address from DNS SRV record selected.
o Clear the checkbox and manually enter the server address or FQDN.

Secure Agent

If you use the DNS SRV option, your network infrastructure must be configured to
support it. The DNS record must also be visible to the clients. Contact your Network
Administrator if this discovery method is required.

Connecting Directly to the 10ZiG Manager Server

In this example, the 10ZiG Manager Server uses the IP address 192.168.109.2. You
can also use an FQDN.

192.168.109.2

1. Enter the server IP address or FQDN in the server address field.

10ZiG Technology | US P: (866) 865-5250 E: info@10ZiG.com | EMEA P: +44 (0) 116 214 8650 E: info@10ZiG.eu
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2. Click Apply.
The client attempts to connect to the 10ZiG Manager Server.

4. When the connection succeeds, Service Status displays CONNECTED in
green.

w

Connecting to 10ZiG Manager via the 10ZiG Manager Secure Connector

If your organization uses the Secure Connector, remote users will usually connect their
10ZiG clients through it.

The Secure Connector is configured to point to the 10ZiG Manager Server. In most
environments, the client only needs to point to the Secure Connector address. A 10ZiG
Manager Authorization Code is not required simply to connect through the Secure
Connector. The authorization code is used when Secure Agent authorization is enabled
or when a client must be registered into a specific Organization.

1. Open the Secure Agent settings.
2. Change the server address to the Secure Connector address. In this example,
the Secure Connector uses 192.168.109. 3.

Secure Agent

192.168.109.3

Test Connection

12 10ZiG Technology | US P: (866) 865-5250 E: info@10ZiG.com | EMEA P: +44 (0) 116 214 8650 E: info@10ZiG.eu



13

12104

3. Click Security only if you need to enter an authorization code for Secure Agent

94a058a0-5e7a-4abb-ab2 &

it
authorization or Organization registration. [3??1*:_

4. Enter the authorization code provided by the 10ZiG Manager administrator or
Organization administrator.

5. Click OK.

The client connects to the 10ZiG Manager Server through the Secure Connector. If an
Organization authorization code was entered, the client is registered into the matching
Organization according to the Manager configuration.

Note: Use an FQDN for the server address when possible. If the server IP address
changes, clients can still connect by using the hostname.

After these settings are configured, they can be retrieved and added to a device
template. That template can then be used to replicate the client configuration across
other devices in your organization.

Secure Agent Authorization and Organizations

Secure Agent authorization can be enabled from the 10ZiG Manager settings interface.
This settings interface is accessed through the Configuration Service address, typically
using port 10219 on the 10ZiG Manager Server.

Use Secure Agent authorization when you want clients to provide an authorization code
before they are accepted by the Manager or when clients must register directly into a
specific Organization.

To use Secure Agent authorization:

Open the 10ZiG Manager Configuration Service in a supported browser. The address is
typically https://<manager-address>:10219/.

Sign in with an administrator account that has access to Manager settings.
Locate the Secure Agent authorization settings.
Enable Secure Agent authorization if your deployment requires authorization codes.

10ZiG Technology | US P: (866) 865-5250 E: info@10ZiG.com | EMEA P: +44 (0) 116 214 8650 E: info@10ZiG.eu
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Create or confirm the authorization code that clients will use.
Save the settings.

After this setting is enabled, provide the appropriate authorization code to the
administrator configuring the client Secure Agent.

Registering a client to a specific Organization

If Organizations are enabled, a client can be registered into a specific Organization by
using that Organization’s authorization code during Secure Agent configuration.

Use this workflow when clients must be separated by customer, department, region, or
other administrative boundary.

Confirm that the Organization exists in User Management.

Confirm that the Organization has the correct authorization code or registration settings
configured.

On the client, open Secure Agent.
Enter the Manager Server or Secure Connector address.
Open Security and enter the Organization authorization code.

Apply the settings and confirm that the client appears under the intended Organization
in the Web Console.

If the client appears in the root environment or in the wrong Organization, verify the
authorization code and the Organization registration settings before re-registering the
client.

This section explains how to create a 10ZiG Manager Device Group so you can
register, manage, and maintain 10ZiG Linux Clients.

In this example, you will create a group for a specific platform and model. Additional
configuration options are added later in the section.

The Groups window includes a default group called Clients. All discovered clients
appear in this group. If you create subgroups, selecting Clients still displays all
available devices.
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8.1 Creating a New Device Group with Filters for Platform and Model

This example creates a group for Linux 16.4 and later devices. It also filters by model
using 6148w as the target NOS-M client model.

1. Right-click Clients.

2. Select New > Group.

3. In the New Thin Client Group window, enter a
clear group name. This example uses NOS-M-

Group

. Generate Report

DEVICES.
. - - + New Organization
4. In Auto-population Filters, select Filter by
Platform. £ New Scheduled Task
* Import/Export...
5. Choose Linux 16.4 and later. ?ze:w:'a*e--
 Refres|

6. Select Filter by Model. ~ Reregister Clits

o+ Authorization Codes

% Collapse all groups

¢ Expand all groups
p group: 4

Description

tion

Automatically populate this group only with clients that match the specified
platform

Platform
Model Automatically populate this group with clients that match the specified model(s)
Version Automatically populate this group with clients that match the specified version(s).
IP Address

ents that match the specified MAC

MAC Address

Computer Names

Automatically populate this group with clients that match the specified

registration code(s)

Secure Agent Registration Code

Cancel

7. Click Edit model list.
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8. In the Filter Client Models window, click Add a pattern.

9. Enter the pattern ??48m.
10.Click OK.

You can use ? and * as wildcards in filters:

e ? matches any single character.
e * matches any number of characters.

The example ? ?48m matches any first two characters, followed by 48m.

Note: If Include is selected, devices that match the filter are added to the group. If
Include is cleared, matching devices are excluded from the group.

After creating the group:

1. Confirm that the new group appears under Thin Clients.
2. Right-click the new group.

3. Select Repopulate.

4. Click Yes when prompted.

After the group is populated, matching clients appear in the Thin Clients window.
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8.2 Additional Examples of Group Filters

Group filters can be used to include or exclude devices based on model, IP address,

computer name, or MAC address.

Model ??48%*
Model *72%
P 192.168.110.1-

Address 192.168.110.254/24

Computer SALES*
Names

MAC OOEQCS5*
Address

MAC OOEQOC5*
Address

17

4648qv, 6148cC

4672qQ, 6072qQ

192.168.110.100

SALES-0001

OOEQC56D771F

OOEOC56D771F

Include

Include

Exclude

Include

Include

Exclude

Matches models containing
48, ignoring the first two
characters and anything after
48. Useful for NOS Zero
Clients.

Matches models containing
72. Useful for PeakOS Thin
Clients.

Can be used to group
externally deployed devices,
such as home workers
connecting through the Cloud
Connector.

Matches hostnames that start
with SALES.

Matches NOS or PeakOS
10ZiG hardware clients.

Excludes NOS or PeakOS
10ZiG hardware clients while
allowing other clients running
a 10ZiG OS, such as
RepurpOS clients.

8.3 Set your Group to Auto Configure your 10ZiG Linux Clients with Templates

10ZiG Manager can assign templates to groups so related Linux clients are
automatically configured when they register with the 10ZiG Manager Server.

This section explains how to:

e Create a base template after a factory reset.
e Modify and save the template.
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e Copy the template.
e Modify the copy.
e Assign the updated template to a group.

Before creating the template, this example resets the client to factory defaults. This

helps ensure the template does not include unwanted settings.

Note: A factory reset is not required if you are creating a golden image. If the master
device already contains all required settings, configure the device as needed and then

create the template from that device.

8.3.1 Resetting your device to Factory Defaults using the 10ZiG Manager Web Console

You can reset a device locally or from the 10ZiG Manager Web Console. This example uses the

Web Console.

1. In the Web Console, right-click the 10ZiG Linux Client.

LT

2. Select Configuration > Factory Default.
3. When prompted, review the following options:
o Perform full reset including hostname and network settings
o Delete the stored client configuration(s) from the database

Reset to Factory Default X

Are you sure you want to reset the client configuration to factory default?

Ewlh Perform full reset including hostname and network settings.

[J Delete the stored client configuration(s) from the database.

Cancel Reset

4. Select the full reset option if you want to start from a clean base image.
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5. Select Delete the stored client configuration(s) from the database if you want the base
template to use a clean configuration.
6. Click Reset.

The client resets to factory defaults. Progress appears in the Job Log window.

Note: Use caution when resetting remote endpoints. A full reset removes device-specific
settings, including imported certificates and Secure Agent or Cloud Agent settings. If the client
connects through a proxy or uses the agent to reach the 10ZiG Manager Server, the reset may
remove those settings and disconnect the client from the server.

A full reset also changes VNC service startup settings back to On Demand if they were
previously set to On Boot.

8.3.2 Building your first 10ZiG Linux Client Template
Follow these steps to create a Linux client template.

1. Right-click the Linux client.
2. Select Configuration > Generate.
3. In the Configuration Template window, enter a template name.

Generate Template

Test_template

4. Add a clear description.
5.Choose whether to retrieve the client’s current configuration before

f%_f;ip'ate for NOS c'ie?;_f_j. creating the template:
i o Click Yes to retrieve the latest configuration from the client.
Retrieve latest configuration o Click No to use the configuration already stored on the 10ZiG Manager
Clone network settings Server.
6.Click Ok.

Cancel

Retrieving the latest configuration is recommended. This ensures the template includes the
client’s current settings.
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When the template is created successfully, the result appears in the Job Log window.

8.3.3 Adding Template(s) to the Group to Auto-Configure your 10ZiG Linux Clients

After creating a template, assign it to the group that should receive the configuration. The assigned
template is applied to matching 10ZiG Linux Clients when they check in.

+ Now Group
& Mew Folder

i Move 1o Folder
# Rename Foldes
B Delate Folder

Audit Security Compliance

# Edit

Callapse all groups
Expand oll grous

Right-click the group that should receive the template.
Select Edit.

N —

Auto-Configuration Templates -

Open the Client Configuration tab.
Select Automatic Client Configuration.

Click Edit Configuration. The Auto Configuration Templates window opens.
Click Add.

When the Stacking Configuration Templates message appears, click OK.
Select the template that should be applied to the group.

Click OK. The template is added to the Auto Configuration Templates list.
0 Confirm that the correct template is listed before closing the window.

SPRRA LA

Mame Osganization Jeb Security Template 5

11. Click OK in the Auto Configuration Templates window.
12. Click OK again in the Edit Thin Client Group window to save the group settings.

Warning: After the Auto Configuration settings are saved, any 10ZiG Linux Client in the group
receives the assigned template the next time it checks in.

Before closing the group settings, verify that the template appears in the Auto Configuration
Templates list. If the template is not listed, it will not be applied to clients in the group.
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Verification

After the client checks in, confirm the result in the Job Log window and verify that the
Template or Template Applied value is updated in the Clients list.

8.3.4 Editing an existing template that is assigned to an Auto-Config Group
This example edits an assigned template and changes the VNC service startup setting.

The change sets VNC Server Startup to On Boot instead of On Demand. This allows VNC
connections without waiting for an on-demand session.

1. Click Templates in the Management menu.
2. Select the template.

Configuration Templates

o

Update Remove (e

Name Organization Job

Test_template Root template for NOS client

3.
4. Click Edit.

5. In the Configuration window, open VNC Settings.

& © 3 ¥
SSSSS

% o @ 5]
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

o @ 8 o

,,,,,,,,,,,,,,,,

] ]

Time \ynesettings/ o crient

6. Locate VNC Server Startup.
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7. Select On Boot.
8. Click Save.

9. Click OK in the Configuration window.

10. Click OK in the Configuration Template window to save the template.

The next time the client checks in, the updated template settings are applied. The Job Log
window shows the update, and the template status appears next to the client in the Thin Clients
list.

Testing: Test template changes thoroughly before deployment. This is especially important for
changes that may restart the client, reset the client, or refresh the desktop.

When possible, apply disruptive template changes outside business hours or notify users before
the changes are applied. Production changes should be tested in a lab or UAT environment
before being deployed live.

8.3.5 Copying an existing template, modifying it, and assigning it to an Auto-Config Group

This section explains how to copy an existing template, modify the copy, and assign the
new template to an Auto-Config group.

In this example, the copied template keeps the existing VNC settings and adds a
change that disables the onboard speaker. The updated template then replaces the
previous template assigned to the NOS-M-DEevicEs group.

NOTE: Copying and updating templates is recommended. It allows you to maintain a
single template that contains the required settings, which is easier to manage than
several layered templates.
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Copying an existing template to a new one and updating its description

1. Open the Configuration Templates screen.

Logs

c Z | G RECOVERY USER MANAGEMENT LICENSING
O\ e 7~ AEC == m
Discover Refresh Reregister Auto [Templates, Tasks
Naming
Groups Clients
Q Search Name IP Address MAC Platform
A Clients (26) J 10ZiG-00d602 172.16.10.65 00:E0:C5:00...  NOS

2. Select the existing template.
3. Click Copy.

Configuration Templates

Copy Template

Name Organization Job

Test_t lat i
est_template Root template for NOS client Test_template copy

4. Rename the copied template with a clear name. template for NOS client

5. Select the new template. X

6. Click Edit.

7. Enter a clear comment that explains what the template
does.

8. Click inside the template dialog box again.

9. When prompted, click Yes to save the updated comment.

Cancel (014

Use meaningful template names and comments. Include dates, version numbers, and a
short description of the changes.

Editing the copied template
This example disables the onboard speaker.

1. Select the copied template.
2. Click Edit.
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3. In the Configuration window, select Sound by double clicking.

vk Disable Or

| I d On Idle

B Debug

B Reset PulseAudio on monitor hotplug

5. Click Save.
6. Click OK in the Configuration Template window to save the template.

Assigning the new template to the group “NOS-M-Devices” to replace the existing “Auto-config”
template

This example replaces the existing Auto-Config template assigned to NOS-M-Devices.
1. Right-click the group.

2. Select Edit.
3. Open the Client Configuration tab.
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4. Check the Automatic Client Configuration box.

Auto-Name Clients

Auto-Update Firmware

Description

Auto-population Filters

A configure clients with a specified template or base
¥  Automatic client configuration 2

Click Add.

When the Stacking Configuration message appears, click OK.
Select the new template.

Click OK.

A SR

Configuration Templates

¢ », [0 A S,

Export Import

Edit L Update Remaove

s

Name Organization Job =
Test_template Root template for NOS client
Test_template copy Root template for NOS client

10. Select the old template.
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Auto-Configuration Templates - Test

Templates are applied in order from top to bottom

Standard

Test_template copy

Test_template

11. Click Remove.
12. Confirm that only the new template remains assigned to the group.
13. Click OK.

14. Click OK again.

How to check that the “Automatic Client Configuration” has been applied

You can confirm that the template was applied by checking the Job Log window and the
Template or Template Applied columns in the Clients list.

8.3.6 Removing Configuration items from your templates to prevent propagation to your
10ZiG Linux clients

You may want users to manage some settings locally while still applying other settings globally.
To do this, remove specific configuration items from the template.

This example removes Power settings from a template. After removal, the template no longer
overwrites local power settings on assigned clients.

As a best practice, copy the existing template first. Edit and test the copy before applying it to
clients or groups.

Select Templates at the top.

Highlight the template you want to edit.

Select Edit.

In the Configuration window, select the Power applet.

b=
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Click Remove.

When prompted, click OK to confirm.

Confirm that the Power applet has been removed.

Click OK in the Configuration Template window to save the template.
Close the template dialog box.

Lo

The next time the template is applied, it will not apply Power settings.
To configure Power settings locally on the client:

On the 10ZiG Linux Client, open Control Panel by selecting the gears icon.
Open Power.

For Power Button, select Do Nothing.

Click Save.

Close Control Panel.

M

Future deployments of this template will not replace the local Power settings because Power
settings were removed from the template.

8.3.7 Best Practices for your Templates
Follow these practices when creating and applying templates.
Template Naming and Descriptions

Use clear names and comments. Include version numbers, dates, and a summary of
changes so administrators can understand what each template does and when it was
created.
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Copying and Editing Previous Templates

If a group already uses an Automatic Client Configuration template, copy the existing
template and add new changes to the copy. Assign only the updated template to the
group when possible. This avoids confusing template layering.

Deleting settings from templates

Copy the existing template before removing settings. Test the copied template before
applying it to production clients or groups.

Testing your templates

Test template changes thoroughly, especially changes that may restart clients, reset
clients, or refresh the desktop.

If changes may interrupt users, apply them outside business hours or notify users
before deployment.

8.4 Adding Client Configuration Auto Naming to the Group

You can configure a group to automatically rename 10ZiG Linux Clients that register
with it.

This example prefixes each device name with TECHSVC - followed by the last seven
characters of the device MAC address.
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Q Search

v A Clients (26)
Group
. Generate Report

+ New Group
(3 New Scheduled Task

* Import/Export...

“* Move
D Copy

¥ Delete

@ Repopulate...

 Refresh

~ Reregister Clients

X !o lapse all groups
4

¢ Expand all groups

Right-click the NOS-M-DEevices group.
Select Edit.

Open the Client Configuration tab.
Select Auto-Name Clients.

»on =

5. Enter the prefix TECHSVC-.
Select mac from the dropdown list.

7. Use the up and down arrows to include the last seven characters of the MAC
address.

8. Click OK to save the group settings.

o
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To apply the new naming settings to existing registered clients, re-
register the clients.

1. Right-click the NOS-M-Devices group.

2. Select Reregister Clients.

3. Check the Job Log window for the rename task.

4. Confirm that the client name has changed in the Thin Clients window.

If Secure-connected clients were discovered before the group was created, use
Repopulate to add those clients to the group.

= Test

30

9. How to Retrieve, Edit, and Send your remote 10ZiG
Linux Client Configs

This section explains how to remotely configure 10ZiG Linux Clients from the Web

Console.
The basic workflow is:

1. Retrieve the current client configuration.
2. Edit the configuration.
3. Send the updated configuration back to the client.

9.1 Retrieving your 10ZiG Linux Client Config

Retrieve the client configuration before editing it.

1. Select the 10ZiG Linux Client from the Ii_st.

CLIENT CS50A..  NOS
4 Power 5 C5:0A.... NOS

9 Scheduled Tasks > [CO0Aw.  PKOS
a C5:0B:0... NOS
(.

Image Management >

= Edit..

Pgll{"j‘

Send

a V |«

Delete Overrides

“*

Generate..
* Apply.

% Manage..

-
o
-4

= Factory Default

»
5
-

Delete

2. Click Configuration > Pull. °

[ A Clients (26)

Group
. Generate Report

+ New Group
£ Mew Scheduled Task

+ Import/Bxport.

“i* Move
10 Copy

¥ Delete

® Repopulate.
© Refresh.

~ Reregister Clients )

/ Edit
¢ Collapse all groups

¢ Expand all groups

I\
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3. Check the Job Log window to confirm that the configuration was retrieved

Time Name P Job

5/22/2026 6:37:59 PM 10ZiG-00d602 172.16.10.65 hReT:ri eve client configuration

successfully.
9.2 Editing the Retrieved Config Settings of your 10ZiG Linux Client

After the configuration is retrieved, you can edit client-specific settings and save them.

This example enables VNC shadowing notifications. When enabled, the client displays a
notification when a VNC shadowing session starts or stops.

1. Select the 10ZiG Linux Client.
2. In the Management menu, click Edit Config.

RECOVERY USER MANAGEMENT

©

Groups Clients

Q, search Name IP Address MAC

v A Clients (26) 0 10ziG-00d602 ) 172161065 00:E0:C5:00:

3. When the configuration screen opens, select VNC Settings.
4. Under Notifications, select Notify user when shadowing starts/stops.

VNC Settings
erver Startup

® OnBoot O OnDemand @ Disabled

Notifications

B Protected Logon

Confirm:

5. Click Save.
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9.3 Sending the Config Settings back to your 10ZiG Linux Client

Configuration options available from the Management menu are also available by right-
clicking a Linux client and selecting Configuration.

From the context menu, you can choose:

CLIENT 6.1

4 Power

o Edit 8 Schedued Tasks > ::'mum
° Retrleve B Image Management > |5 39
° Send % Configuration > 5 Hdit
= Automatic Naming... + pull
To send a saved configuration: L e Ry
. Download logs... @ Delete Overrides
1. Right-click the Linux client. o -
2. Select Configuration > Send. # Grouphanagnert > Apoly.
3. Check the Job Log window to confirm that = o . the
configuration was sent successfully. o 1 focony el
G Refresh & Delete
9.4 Which configuration settings require reboots or

soft resets/desktop restarts?

Some configuration changes require a desktop refresh, desktop restart, or full reboot.

The example in the previous section did not require a restart or reboot. Other settings
may require one.

This is important when changes are applied during business hours. If a change may
interrupt users, notify them first or schedule the change outside normal operating hours.

Configuration dialogs use symbols such as + or * to indicate settings that may require a
reset or reboot.

Hardware
Display settings

When you open Display under Hardware, a Configuration Modification Note may
appear. The note explains that changing this configuration may trigger a reboot or
desktop restart when deployed to a client.

If you do not want to see the note each time, clear Always show this message.
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Changing the Display Resolution and sending the config to the 10ZiG Linux Client

If you change the display resolution and send the configuration to the Linux client, the
client may display a Desktop Restart Required message. The desktop restarts to
apply the new settings.

System
Changing the Desktop Colour and sending the config back to the 10ZiG Linux Client

This example changes the desktop background color and sends the configuration back
to the client.

1. Select the 10ZiG Linux Client from the list.
2. Click Configuration > Edit.

3. Inthe Desktop customization window, review the available options.

................
uuuuuuuuuuuuuuuu

e B R—

o Wallpaper/Background changes may require a desktop refresh.
o Screensaver changes may require a desktop restart.

4. Inthe Appearance tab, select Custom for Background Color.

Choose a color.
Click OK.
Click OK in the Desktop customization window.

© N oo

Click OK in the Configuration window.
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9. When prompted to send the configuration, click Yes.

When the client receives the configuration, it may display a Desktop Refresh Required
message. After a few seconds, the desktop refreshes and the new background color is
applied.

10. Applying Firmware and Addon Upgrades to your 10ZiG
Linux Clients and Client Groups

This section explains how to apply firmware and addon updates to 10ZiG Linux Clients.
Updates can be applied at the client level or group level.
At the group level, you can apply updates by:

e Adding firmware or addon updates to the group’s Client Configuration using
Auto-Update Firmware.

e Creating a scheduled task that runs the Update Device Firmware action.
At the client level, you can apply updates by:

e Selecting one or more clients and applying firmware or addons from the client
context menu.

e Creating a scheduled task for one or more selected clients.

Scheduled firmware and addon task examples are covered in the Task Scheduler
section.

10.1 Applying Firmware and Addon Updates to individual 10ZiG Linux Clients

1. Select one or more 10ZiG Linux Clients in the Clients window.
2. Click Firmware on the Management menu.

o Alternatively, right-click the client and select Firmware Upgrade.
Importing and Installing your Firmware Updates

If firmware or addon packages are already installed, they appear in the list under the
platform name or addon category.

To import firmware or addons:

10ZiG Technology | US P: (866) 865-5250 E: info@10ZiG.com | EMEA P: +44 (0) 116 214 8650 E: info@10ZiG.eu



12Z2iG.

1. Click Firmware.

RECOVERY USER MANAGEMENT LICENSING

Groups Clients

2. When the file selection window appears, click Upload.

3. In File Explorer, locate the
firmware or addon
package. e e [ o ,

4. Select the package. ) - o e

5. Click Open. i | —

6. When prompted, click Yes Oocument s e
to upload the file. e P "

7. Wait for the upload to il o seUe | ey el
complete.

8. Select the uploaded
package.

9. Click Install to install it on the 10ZiG Manager Server.

After installation, the package appears in the firmware list.
To apply the update:

Select the installed package.

Click Apply.

Confirm the action when prompted.

4. Monitor progress in the Job Log window.

Wh =

When the upgrade completes, the client displays a reboot
message.

Importing and Installing your Addon Updates

Addon updates use the same import and installation process
as firmware updates. After they are imported and installed, they appear in the firmware
packages window.
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10.2 Setting your Group’s Client Configuration to Automatically apply
Firmware and Addon Updates

You can configure a group to automatically apply firmware or addon updates to Linux
clients when they register with the group.

This example applies firmware version 16.5.36.1 to Linux clients in a group.

Right-click the group.
Select Edit.

Open the Client Configuration tab.
In Auto-Update Firmware, click Se

Bhowpnp =

lect Firmware.

Select Addons

Select the platform heading, such as NOS-64M.
6. Select the firmware release, such as NOS-64M_16.5.36.1.

Firmware Packages

o

Organization Name Version Phase

v NOS-640
Root NOS-640_16.5.39.7.rc2  16.5.39.7.rc2

Root NOS-640_16.6.1 16.6.1

K- 0 (o]

Cancel Ok

7. Click OK.
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8. In the Auto-Update Firmware dialog, select Perform the upgrade on next

[ Allow user to postpone the upgrade

Auto-accept after (sec)

0

[J Runifidle

Idle timeout (min)

0

Perform the upgrade on next reboot

v

¥
E| Reset client to factory default
(]

Download from peer

reboot.
9. Click OK.

To start the update:

1. Select the client.
2. Click Reboot.
3. As the client restarts, the group’s Auto-Update Firmware settings apply.

The firmware update progress appears on the client and in the Job Log window. After
the update completes, the client performs a final reboot.

11. The 10ZiG Manager Task Scheduler

The Task Scheduler allows you to create scheduled tasks for individual 10ZiG Linux
Clients or client groups.

This section explains available task actions, scheduling options, and example tasks.
11.1 Adding a scheduled task to your 10ZiG Linux Clients and groups

You can create scheduled tasks in several ways.
For individual clients or selected groups of clients:

1. Select one or more clients.

2. Click Add Task in the Maintenance menu.

o Alternatively, right-click the selected clients and choose Add Scheduled
Task.

For a group:

1. Right-click the group.
2. Select New > Scheduled Task.
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The Task Scheduler screens are the same for both clients and groups.

11.2 Task Names

A task name can be any value, but it should clearly describe the task.

Use descriptive names when you have many groups, clients, or recurring tasks. Clear
names make it easier to edit, remove, and troubleshoot scheduled tasks later.

For example, a vague name such as SEnbGrRoup1-A-MessaGe may not be helpful if
several message tasks exist. A better name should identify the message purpose,
target group, and scheduled date or time.

11.3 Scheduled Task Actions

The following actions are available in the Task Scheduler.
Power-on client

Powers on supported clients through Wake-on-LAN (WOL).
Reboot Client

Restarts the selected 10ZiG Linux Client.

Shutdown client

Shuts down and powers off the selected 10ZiG Linux Client.
Update device firmware/addon

Applies selected firmware or addon packages to Linux clients.
Apply template configuration

Applies a selected template to 10ZiG Linux Clients or client groups.
Reset to factory default

Resets selected 10ZiG Linux Clients to factory default settings.
Display a message

Displays a message on selected 10ZiG Linux Clients. The message includes an
acknowledgment button.
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11.4 Scheduled Task - Start Date and Time

Start Date

The start date is based on the 10ZiG Manager Server time. For tasks with a frequency
of Once, this is the date the task runs.

Start Time
The start time is the execution time based on the 10ZiG Manager Server.

Check the AM or PM setting carefully. For example, confirm that a task intended for
8:00 PM is not scheduled for 8:00 AM.

11.5 Scheduled Task - Frequency

Note: If the start date is today, the task runs only if the start time has not already
passed. For example, if a one-time task is scheduled for 1:00 PM but saved at 1:01 PM,
move the start time to a future time.

Once

Runs the task one time on the selected start date and start time. The task is not
rescheduled.

On Interval

Runs the task at the selected start time, then repeats after the configured number of
minutes.

The maximum interval is 1440 minutes, or 24 hours.

For example, to run a task every hour starting at 8:00 AM, set the start time to 8:00 AM
and the interval to 60 minutes.

Daily

Runs the task every day at the selected start time. If today’s start time has already
passed, the first run occurs the next day.

Weekly

Runs the task on selected days of the week at the selected start time.

For example, you can schedule a task to run every Saturday and Sunday at 10:00 PM.
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11.6 Scheduled Task Examples

Update device firmware/addon

This example creates a scheduled task to apply a firmware update.

Right-click the group.
Select New Scheduled Task.

In the Create Scheduled Task window, enter a task name.

B bd =

From the Action dropdown list, select Update firmware.

Create Scheduled Task

Name: *

Test

Action:

Power-on client

Reboot client

Shutdown client

Update Firmware ™

Deploy System Image

Arnh: Tamnlata

Cancel Next

5. Click Next.
6. Inthe Firmware Packages window, select the package to apply.

o This can be a firmware update or an addon.
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7. If required, select the option to reset the client to factory
defaults before the update.

8. Click Next.

9. Set the start date, start time, and frequency. g

5/22/2026

10. Click Next to review the summary.
11. Click Finish to save the task.

To change any settings before saving, click Previous,
make the changes, and continue to Finish.

Display a Message

This example creates a scheduled task to display a Carcal || Prmvc || Hast
message on client devices.

1. In the Add Scheduled Task window, enter a
task name.

2. Select Display a message as the action.
3. Click Next.

4. Select the message type.
5. Enter the message title.
6. Enter the message text.
7. Click Next.

8. Set the start date, start time, and frequency.
9. Click Next to review the summary.

10.Click Finish to save the task.

11.7 Scheduled Task Results for Execution of
“Display a Message” Task

After a Display a Message task runs, the results appear in the Job Log window.

If you connect to the client through VNC, you can verify that the message appears on
the client screen.

11.8 Editing or Deleting your tasks

To edit or delete scheduled tasks:

1. Open Tasks.
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2. Select the task.
3. Choose whether to modify or remove it.

If you remove a task before its next scheduled run, the task will not run. Confirm that the
task is no longer needed before deleting it.

12. Remote Controlling your Clients - VNC

This section explains how to control Linux clients remotely by using the built-in VNC
viewer.

12.1 Connecting to the client via VNC

Earlier sections explained how to configure VNC settings, including user notifications
when a remote session starts or stops.

To connect through VNC:

1. Select the client.
2. Click VNC in the Management menu.

After the connection succeeds, the client displays a notification if VNC notifications are
enabled. The notification informs the user that the desktop is visible to someone
shadowing the device.

During the VNC session, you can:

e Control the device remotely.
¢ Open the browser VNC window in full-screen mode.
e Disconnect from the session.

To exit full-screen mode, press Esc.
12.2 Disconnecting from the client via VNC

To disconnect from the remote VNC session, click Disconnect.

If VNC notifications are enabled, the client displays a message telling the user that the
remote session has ended.
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13. Recovery

The Recovery tab provides recovery tools for supported 10ZiG clients. Use it when a device cannot
be restored through standard configuration, firmware, or scheduled-task workflows.

Recovery options can vary by client platform, firmware version, installed recovery components, and
user permissions. If an expected option is not visible, confirm that the device supports the workflow
and that the signed-in account has the required access.

13.1 General Recovery Workflow
1. Open the Recovery tab.

USER MANAGEMENT LICENSING

MAC PXE 1P Address Media Type Capacity Task Status =

[N} 00EOCS0BOFAD
= 00EOC50D1098

LN} 00EOCS01BD93

MAC PXE 1P Address Media Type Capacity Task Status =

IN] 00EOCS0BOFAD.
N

[N 00EOC50D1098

[N 00EOC501BD93

3. Confirm the target device, group, image, or recovery resource.

Firmware Packages

Organization Name Version Phase =
v Addon
Root Addon_GoogleChrome... 16.5.39
Root AddoniMicrosoﬁEdger.A. 16.5.39
Root Addon_Omnissa-2603_... 16.5.39.7
Root Addon_RemoteDX-2.4.... 16.5.39.3
Root Addon_ssh_16.6.1 16.6.1
Root Addon_Zoom-6.4.12_1... 16.5.39
v NOS-64M
Root NOS-64M_16.6.1.1.TO 16.6.1.1.TO
Iy
\ | v -

Close

4. Review any warning or confirmation message before starting the action.
5. Monitor the action in the Job Log window.
6. Verify the client state after recovery completes.
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Recovery actions may interrupt device availability. Schedule recovery work outside normal operating
hours where possible, or notify affected users before starting the action.

14. User Management

The User Management tab controls access to the 10ZiG Manager Web Console. Use it to manage
local users, roles, Organizations, and supported external identity providers.

User Management determines who can sign in, which administrative functions they can use, and
which Organization resources they can access.

14.1 Root-Level and Organization-Scoped Access

The root-level administrator has system-wide access to the 10ZiG Manager environment. Root-level
access should be restricted to administrators who manage global settings, Organizations, licensing,
and system-wide access.

Organization-scoped users should only see the clients, groups, templates, and actions assigned to
their Organization and permitted by their role. Use the principle of least privilege when assigning
access.

14.2 Creating and Managing Users

Use User Management to create accounts, assign roles, change Organization access, and remove
accounts that are no longer required.

1. Open the User Management tab.

.....

2. Select the user registration or user creation option.
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3. Choose whether the account is a local user or uses a supported external identity provider.

Select Registration Type

Register Local User

Register Entra ID User
3

[ send Email Invite

Email
Username*

Password*

Confirm Password*

[[J Require user to change password on first login

4. Enter the required user information.
5. Assign the appropriate role and Organization access.

6. Save the account.

7. Test sign-in and access before the user manages production devices.

Disable or remove accounts promptly when access is no longer required. Review users, roles, and
Organization assignments regularly.

14.3 Directory and Identity Provider Integration

Supported directory and identity provider integrations centralize authentication and simplify account
administration. Configure integrations only after confirming the required identity-platform
permissions, callback addresses, and role-mapping plan.
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14.3.1 Microsoft Entra ID Integration

Microsoft Entra ID integration allows the Web Console to use Entra ID as an external identity
provider, where supported and configured.

Before configuration, confirm that the required Entra tenant, application registration, redirect URI,
credentials, and administrator permissions are available.

General Entra ID Configuration Workflow

1. Create or confirm the required application registration in Microsoft Entra ID.
2. Confirm the redirect URI required by the 10ZiG Manager Web Console.
3. Create the required client credential, such as a client secret or certificate.

Configure Entra 1D Registration

1. Create an App Registration in the Azure Portal

2. Navigate to App registrations and select New registration
3. Choose Single Page Application (SPA) as the platform
4. Set your Redirect URI to https:///azure

5. Once registered, obtain your Application (client) ID and Directory (tenant) ID

6. Enter the values below to configure the necessary URIs for authentication

Application (client) ID*

Directory (tenant) ID*

Redirect URI*
https://10zig-supportvée/azure

Post Logout Redirect URI*
https://10zig-supportvé

Delete Configuration

4. Enter the tenant ID, client ID, and credential details in 10ZiG Manager User Management.
5. Map Entra users or groups to the correct 10ZiG Manager roles and Organizations.
6. Test sign-in with a limited test account before enabling production access.

If a user can authenticate but cannot see the expected devices or actions, verify the assigned role
and Organization access in 10ZiG Manager.

14.3.2 Active Directory Integration

Active Directory support is expected in a future 10ZiG Manager release. Add the final configuration
workflow and screenshots here after the feature, labels, and supported authentication method are
confirmed.

Do not publish configuration steps for Active Directory until the installed Manager version explicitly
supports the feature. Refer to the applicable release notes.
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14.4 Authentication and Access Best Practices

* Limit root-level access to administrators who require system-wide control.

 Use Organization-scoped accounts for delegated administration.

* Assign the minimum permissions required for each role.

* Test new authentication integrations and role mappings with a limited account.

» Maintain at least one tested local administrative account before changing external
authentication.

* Review users, roles, and Organization assignments regularly.

15. Organizations and Multi-Tenancy

Organizations provide multi-tenancy support in 10ZiG Manager. They separate devices, users, roles,
and administrative boundaries within a single Manager environment.

Organizations are useful when one 10ZiG Manager instance manages multiple customers,
departments, regions, or business units. For example, a managed service provider can separate
customer environments, while an internal IT team can separate departments or administrative
regions.

15.1 Creating an Organization

1. Open the Management tab.
2. Right click on the ‘Clients’ on the left side of the menu.

Groups

Q| search

Group
. Generate Report

+ New Organizatio@j
+ New Group

&1 New Folder

(%) New Scheduled Task

* |mport/Export...

@ Repopulate...
© Refresh

-+ Reregister Clients

©= Authorization Codes
X Collapse all groups
C Expand all groups

3. Select the option to create a new Organization.
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4. Enter a clear Organization name and any required details.

New Organization

S
Configure an organization to securely isolate Clients & Users via Organization-specific Roles. ®

Authorization Code*

Description

Admin Email

5. Save the Organization.
6. Assign the appropriate users, roles, and clients to the Organization.

15.2 Organization Authorization Codes

An Organization authorization code can be used when a client must register directly into a specific
Organization through Secure Agent. This is separate from connecting a client through Secure
Connector without Organization assignment.

Use an Organization authorization code when devices must automatically appear under the correct
tenant or administrative boundary during registration.

15.3 Organization Best Practices

» Use names that clearly identify the customer, department, region, or business unit.

* Restrict root-level access to trusted administrators.

+ Assign users to the correct Organization and role before device management begins.

* Test registration with one client before onboarding a larger group.

* Document which authorization code belongs to each Organization and restrict access to
those codes.

16. Licensing

The Licensing tab displays and manages 10ZiG Manager license information. Use it to confirm
license status, licensed features, capacity, and any renewal or activation requirements.

Available information and actions can vary by license type and deployment model.

48  10ZiG Technology | US P: (866) 865-5250 E: info@10ZiG.com | EMEA P: +44 (0) 116 214 8650 E: info@10ZiG.eu



49

12104

16.1 General Licensing Workflow

1. Open the Licensing tab.

2. Select Install.

3. Choose the license file to upload.

4. Import, activate, or update license information when required.

5. Save the change and confirm that the expected license status is displayed.

If the expected licensing information is not displayed, verify network connectivity, license validity,
server time, and the permissions of the signed-in user.

17. Supporting Complimentary Video

10ZiG has a YouTube video called Intro, Mgmt, & Best Practices of 10ZiG’s Latest
Linux v16.5 Firmware for 10ZiG NOS, PeakOS & RepurpOS. This video
complements the guide and covers the topics mentioned here.

Support

If you require support for any information in this document, contact your region’s nearest
Technical Support Center.

10ZiG Technology, Inc

Headquarters USA (North America)
2043 W. Lone Cactus Drive

Phoenix, AZ 85027

Phone: 866-865-5250
support@10zig.com
sales@10zig.com

www.10zig.com

10ZiG Technology Limited

Headquarters UK (EMEA)
7 Highcliffe Road

Leicester

LES1TY

UK

Phone: +44 (0)116 2148661
support@10zig.eu

sales@10zig.eu
www.10zig.eu
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